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= Artificial Intelligence: The Data Below (Internal Audit Foundation)
= Approaches to Upskilling for Internal Auditors (1A Global Knowledge Brief)
= The Future of Cybersecurity in Internal Audit (Internal Audit Foundation and Crowe)
= Auditing Cyber Security: Evaluating Risk and Auditing Controls (ISACA)
= Cybersecurity Framework (National Institute of Standards and Technology {NIST})
= Global Information Security Survey (EY)
= ISO/IEC 27001:2013: Information Security Management Systems — Requirements

(International Organization for

= Standardization/International Electrotechnical Commission {ISO/IEC})

= Security and Privacy Controls for Federal Information Systems and Organizations (NIST
Special Publication 800-53 Rev. 4)
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-Auditing Third-party Risk Management (I1A Practice Guide)
-Auditing Outsourced Functions: Risk Management in an Outsourced World (Internal Audit Foundation)

-Oversight of Third-party Risks: Insights From the Audit Committee Leadership Networks (EY)
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= Internal Audit and Emerging Risks: From Hilltops to Desktops (Chambers on the Profession)
= Auditing and Disruptive Technologies (Internal Audit Foundation)

= International Risk Governance Council (Website)
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1. 2018-2019 NACD Public Company Governance Survey: Key Findings (Arlington, VA: National
Association
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of Corporate Directors, Dec. 2018), Key Finding 3, accessed at

https:/www.nacdonline.org/insights/publications.cfm? Item Number-63799.

2. 2018-2019 NACD Public Company Governance Survey: Key Findings (Arlington, VA: National Association
of Corporate Directors, Dec. 2018), Key Finding 9, accessed at
https:/www.nacdonline.org/insightspublications.cfm? ItemNumber-63799.

3. 2018-2019 NACD Public Company Governance Survey: Key Findings (Arlington, VA: National Association
of Corporate Directors, Dec. 2018), Key Finding 1, accessed at
https:/www.nacdonline.org/insights/publications.cfm? Item Number-63799.

4. Q52: How would you describe the level of risk in your organization in the following risk areas? n - 502.

5. Q27: Which types of third parties are significant in your organization’s business model? 7 - 509.

6. Top Third-party Breaches of 2018 (So Far) (Denver, CO: Cyber GRX, 7 June 2018), accessed at

https:/www.cybergrx.com/resources/blog/top- 11-third- party-breaches-of-2018-so- far-data-breach-report.

-2

. Q25 Have you experienced such a surprise* in the last 12 months? * An emerging or atypical risk requiring
the attention of executive management that was not foreseen. n - 435.

8. 2018-2019 NACD Public Company Governance Survey: Key Findings (Arlington, VA: National Association
of Corporate Directors, Dec. 2018), Key Finding 9, accessed at
https:/swvww.nacdonline.org/insights/publications.cfm? ItemNumber-63799.

9. Interpretation of I1A Standard 1110 — Organizational Independence (Lake Mary, FL: Institute of

Internal Auditors, 1 January 2017), accessed at https:/global. theiia.org/standards-guidance/attribute-

standards/Pages/Attribute-Standards.aspx Also see Implementation Guide 1100: Independence and

Objectivity (Lake Mary, FL: Institute of Internal Auditors, 1 January 2017), section titled “Considerations

for Implementation,” p. 14, accessed at https:/na.theiia.org/standards-guidance/ recommended-

guidance/Pages/Practice- Advisories.aspx.
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